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Abstract: Chosen-message side-channel analysis attacks for public-key cryptosystems based on scalar multiplications
was proposed, where special input point P is chosen to have the features of special y-coordinate to generate noticeable
variations on power consumption or other side-channel information, between point doubling and addition operations,
rendering distinguishable key bit information. Experimental results demonstrate that the proposed chosen message with
simple side channel analysis method could effectively generate the noticeable variations. The method applies to the prime
filed ECC cryptographic algorithms.
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